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SYNOLOGY AD SERVER GIAKONDA IT

INSTALLING AND SETTING UP AD

Currently this is a Beta version so we need to enable Beta programs in the Package Center.

Go to the Package Manager, and click on Settings:

Package Center 7 — A X

v E

- Search Manual Install Refresh Settings 6'_ =

Installed Installed

I

Explore Active Directory Server Active Directory Server provides Active Directory (AD)
A domain service powered by Samba. It supports
commonly used Active Directory features such as user

accounts, group memberships, domain-joining Windows,

|‘ Recommended Feedback

L Antivirus Essential is a free and easy-to-use package
L that protects your DiskStation and your files from
viruses. Please note that installing this package might

affect the performance of models with less than 512MB

= All Antivirus Essential

Feedback

Backup
Apache HTTP Server 2.2 Apache HTTP Sgruer is an open source HTTP server for

@_ Multimedia o modern operating systems, including UNIX and

Windows. With the package installed, you can choose

Feedback

BN ®

Apache as the back-end server in Web Station.
ﬂ Business
calendar Calendar is a web-based application for organizing and
S planning out daily events. You can create events in your
e Security F b ;k own personal calendar or share a calendar within a
s=dbas group of people. CalDAV is also supported and is
& utilities , ‘
cMS Synology CMS (Central Management System) allows you
S to efficiently and conveniently manage multiple Syneology
p - - - NAS servers. It provides a single interface to monitor the
‘Q Productivity Feedback p g

status of multiple servers, create policies for batch

™ - ' -

On “Beta”, check “Yes, I want to see beta versions!”

Settings

General Beta Auto Updates Package Sources Certificate
Beta versions let you try out new features of Synology packages before their official release dates.

Please note beta versions might be unstable and are not recommended to run on production
systems.

« Yes, I want to see beta versions!

/AR
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Search for “Active Directory Server” in the Package Manager search and click on Install.

:3; Package Center
‘ .C" active directory @ Manual Install Refresh Settings
! Installed 4 synology
Explore Active Directory RADIUS Server
p Server Synology Inc.

Synology Inc.
|‘ Recommended

*n
Al ‘(i)’
e

Backup Install Install

@, Multimedia
Il Business
@ security
S Utiities

;? Productivity

Developer Tools

A window will prompt asking to install DNS server. Click on Yes.

When vou install Active Directory Server, the following dependent packages will

also be installed automatically: DNS Server. Do yvou want to continue?
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Open Active Directory Server, it will prompt the initial Setup Wizard. Click on Next.

Active Directory Server Setup Wizard X

Welcome to the Active Directory Server Setup Wizard

The wizard will help you with the setup of Active Directory Server. You
will be guided through the following steps:

® Fully qualified domain name (FQDN)

® Domain Administrator passwords

Next Cancel

You need to enter your FQDN (Domain name) of choice, and a password for your Administrator
user. You want your domain name to be an identifier of your organization (For example,
Giakonda.local refers to GiaKonda IT, but if we were to implement this in Siavonga High School,
we could set the domain as SHS.local). Password must contain uppercase letters, lowercase letters,
numbers and special characters (like #, £, $, !, ?, etc).

Active Directory Server Setup Wizard X

Server Setup

Configure your Active Directory Server

Domain name™: GIAKONDA.LOCAL
Name: Administrator
Password™: XTI Y
Confirm password™: P ——
Back Next Cancel
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Click on Apply to confirm your settings.
Active Directory Server Setup Wizard
Confirm Settings
The wizard will apply the following settings. The process will take a few seconds.
Ttem Value
Domain name GIAKONDA.LOCAL
Back Cancel
Your AD domain is now set up.
h Active Directory Server 7 — B8 X
3] status
Domain name: GIAKONDA.LOCAL
,3- Users & Computers Domain NetBIOS name: GIAKONDA

E Domain Policy Remove domain
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USERS AND COMPUTERS

Adding new users

On “Users & Computers” click on Add and then on User

GIAKONDA IT

!; Active Directory Server T — B8 X
‘% Add ~ Action ~ ,0 ~ Search
[] status
~ B8 GIAKONDA.LOCAL Type Name Description
2‘ Users & Computers User GIAKONDAMAministrator Built-in account for ad...
& Computers Group GIAKONDAMllowed RO... Members in this group ...
E Domain POHCY £ Domain Controllers Group GIAKONDA\Cert Publis.  Members of this group
Group GIAKONDA\Denied ROD_. Members in this group
User GIAKONDA\dns-DiskSta_. DNS Service Account fo_
Group GIAKONDA\DnsAdmins DNS Administrators Gr..
Group GIAKONDA\DnsUpdate . DNS clients who are pe.__
Group GIAKONDA\Domain Ad... Designated administra..
Group GIAKONDA\Domain Co...  All workstations and s..
Group GIAKONDA\Domain Co...  All domain controllers i...
Group GIAKONDA\Domain Gu...  All domain guests
Group GIAKONDA\Domain Use._. all domain users
Group GIAKONDA\Enterprise .. Designated administra..
Group GIAKONDA\Enterprise ... Members of this group ..
Group GIAKONDANGroup Polic... Members in this group ...
20 item(s) C
!_; Active Directory Server 7 — B8 X
Add - .O ~ Search
[==] status
SA.LOCAL Type Name Description
1,]‘ Users & Computers Group - User GIAKONDA\Administrator Built-in account for ad...
Computers Group GIAKONDAVAllowed RO... Members in this group ..
E Domain Policy &8 Domain Controllers Group GIAKONDA\Cert Publis... Members of this group ...
Group GIAKONDA\Denied ROD... Members in this group ..
User GIAKONDAVdNns-DiskSta... DNS Service Account fo..
Group GIAKONDA\DNsAdmins DNS Administrators Gr...
Group GIAKONDA\DnsUpdate... DNS clients who are pe._.
Group GIAKONDA\Domain Ad... Designated administra...
Group GIAKONDA\Domain Co... All workstations and s...
Group GIAKONDA\Domain Co...  All domain controllers i..
Group GIAKONDA\Domain Gu...  All domain guests
Group GIAKONDA\Domain Use... All domain users
Group GIAKONDA\Enterprise .. Designated administra...
Group GIAKONDA\Enterprise .. Members of this group ...
Group GIAKONDA\Group Polic_.  Members in this group

20item(s) C
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Choose a name and a password for your user (these fields are mandatory). Write a description and
an email if you want. Password must be bigger than 7 characters and must contain uppercase,
lowercase and numbers. Check the additional options if necessary. Click on Next when you’re done.

User Information

User Creation Wizard

Configure the new user in the fields below

User login name™: GIAKONDAY test
Description: This is a test

Email: test@test.net

Password™: ssnsssse

Confirm password™;

Force this account to change password at next login

Disallow the user to change password

Password never expires

Disable this account

Cancel

MNext

Select whichever groups you want your user to join. Click on Next.

User Creation Wizard

Join Groups

Select the groups for the new user to join

7 Search

Mame
GIAKONDANCert Publishers

GIAKONDA\Denied RODC Passwo._.
GIAKONDA\DNsAdmins
GIAKONDA\DnsUpdateProxy
GIAKONDA\Domain Admins
GIAKONDADomain Computers
GIAKONDANDomain Controllers

GIAKONDA\DOmain Guests

Back

Description

Members of this group are permi_..

Members in this group cannot ha_.

DMS Administrators Group

DNS clients who are permitted to...

Designated administrators of the...

All workstations and servers join...

All domain controllers in the dom...

All domain guests

:

» 2

= Join

vl

16 item(s)

Cancel

c
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Click on Apply to confirm settings.

User Creation Wizard x

Confirm Settings

The wizard will apply the following settings. The process will take a few seconds.

Item Value

User login name GIAKONDA\test

Description This is a test

Email test@test.q

Primary Group Glakonpay HH Saving...
Group

Force this accountt.. No
Disallow the user to... No
Password never ex_. No

Disable this account No

Back Apply Cancel

Your user is now in the domain.

Active Directory Server 7 = 0 X
Add - Action - .o' Search
- GIAKONDALOCAL Type Name Description
“omputers User GIAKONDA\test This is a test
i Computers
E Domain Policy _
EA Domain Controllers
K « 1 21item(s) C
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Set a home directory for user in the domain

First you will need to enable SMB service if you don’t have it already. Go to Control Panel and in
“File Services” check “Enable SMB Service”. Set a workgroup if you need (default workgroup is
fine) to and click on Apply.

.E Control Panel ? = A X
3 D search SMB/AFP/NFS FTP TFTP rsync Advanced
. File Sharing A~ SMB
Shared Folder +" Enable SMB service
Workgroup: GIAKONDA

LN File Services . . .
Disallow access to Previous Versions

™ U Enable Transfer Log
. ser
View Logs
()]
Grou
- p Advanced Settings
I Domain/LDAP MNote: You can enable Recycle Bin on the edit page of Shared Folder.

A Connectivity Note: After folders are indexed at Indexing Service and mounted to a Mac computer, you can use Finder to
search the contained files and contents.

a QUiCkCOﬂﬂECt Enter the below address to access shared folders using a computer in your local network:

PC (Windows Explorer): \\DiskStation

@ External Access
Mac (Finder): =mb:/ f DiskStation

/_\ Network -

Apply Reset
€N DHCP Server -

Now click on User. In Advanced, go to User Home and check “Enable user home service”. Click on
Apply.

.E Control Panel 7 — B8 X

& L search User Advanced

A File Sharing AllOW USErs Lo chang

Send expiration notification emails
Shared Folder

Send at 00 * | 1| 00 -
LN File Services Days before the expiration: [}
() ~ 2-Step Verification
o User p
- Enforce 2-step verification for the following users
-
aa Group

Administrator group users

IA pomain/LoaP

A Connectivity ~ User Home
) " Enable user home service
& QuickConnect
Location: Volume 1 (Available: 443.82 GB)
@ External Access Enable Recycle Bin

Empty Recycle Bin
/_\ Network

Apply Reset
ﬂ MHMP Server -
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GIAKONDA IT

Click on “Domain/LDAP” and, in “Domain Users”, click on “Update domain data”.

-

Control Panel

& D search Domain LDAP Domain Users Domain Group S50 Client
A File Sharing : A . o
Edit User Home Update domain data g Domain:| GIAKOMND: 7 Search
| Shared Folder Name Full name Email Description Status
| GIAKONDA\Administr... Administrator Built-in account for a_. Normal
| File Services GIAKONDA\Guest Guest Built-in account for g... Disabled
| - GIAKOMNDA\krbtgt krbtgt Key Distribution Cen._.. Disabled
| User
— GIAKONDA\dns-Disk.. dns-DiskStation DNS Service Account... Normal
i ™
| aa. Group
| |A pomain/LoAP
|~ Connectivity
| o QuickConnect
| @ External Access
! /_\ Network
| 4item(s) C
£ DHCP Server
3 13 3 3 »
After that click on User Home and check “Enable home service for domain users”.
.E Control Panel P — 8 X
ﬁ .O Search Domain LDAP Domain Users Domain Group SSO Client
~ File Sharing Edit User Home Update domain data Domain: GIAKOND: w Y Search
Shared Folder Name /)\ Full name Email Description Status
GIAKONDA\ADmiInistr... Administrator Built-in account for a_.. Normal
ped File Services GIAKONDA\Guest Guest Built-in account for g... Disabled
- GIAKONDA\krbtat krbtgt Key Distribution Cen... Disabled
am User ) . . .
GIAKONDA\dns-Disk... dns-DiskStation DNS Service Account... Normal
()]
aa. Group
IA oomain/LDAP
A Connectivity
& QuickConnect
@ External Access
/_\ Network
4item(s) C

Q MHMP Sarver
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GIAKONDA IT

User Home

+f" Enable home service for domain users

Location:

Volume 1 (Available: 443.81 GB)

Mote: enabling this option will also enable home service for local users.

Cancel

Now go back to Active Directory Server and on Users & Computers click on your new user and

click on Action — Edit

E:
[£Z] status

2‘ Users & Computers

E Domain Policy

Active Directory Server

Add - Action -

-8 o Delete Type

Ny -

i Computers

EA Domain Controllers

Name

GIAKONDA\test

.O' Search

Description

This is a test

21 item(s)

c

10
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Go to Profile and on “Local path” write the path of the home directory on your Synology NAS.
Click on OK.

Account General Profile Member of

User Profile

Profile path:

Login script: Upload file
Home Directory

® Local path \192.168.3.2\home

Connect - to

“ Reset Cancel

When you log in on your computer your home folder will appear as a mapped network drive:

K ), Computer » Search Computer

Organize »  System propetties  Uninstall or change a program ~ Map network drive  Open Control Panel

4% Favorites 4 Hard Disk Drives (1)

B Desktop Local Disk (C:)

&8 Downloads 2
1 Recent Ploces 235 GB firee of 297 GB
4 Devices with Removable Storage (1)

4[5 Libraries

e

> [ 5] Documents y DVD RW Drive (D)

> o) Music

» =] Pictures 4 Network Location (1)

> BE Videos _ test(W192168.33) (Z)
=

Se® 443 GB free of 3.57 TB

Computer

™ Malwarebytes
@) Your Premium trial expired

Your premium trial was downgraded to Malwarebytes free.
Upgrade now to restore real-time protection against
ransomware and other threats.

18 VICKYHP

8 WENDY-PC
. | GK-LT2 Domain: giakenda.local Memory: 16.0 GB
& Processor: Intel(R) Core(TM) i5-33... @ Remind me later

© Upgrade ta restore Real-Time Protection

@ Stay downgraded—| don't need Real-Time Protection

Activate License n

-

16:01

s
e a0

11
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Alternatively you can set up your home directory (Or any other shared folder on the network) to a
default network drive by using the Connect option.

Account General Profile Member of
User Profile
Profile path:
Login script: Upload file
Home Directory
Local path 192.168.3.3\home
® Connect N: »  to | \\192.168.3.3\home

Reset Cancel

The files written on the home network location will actually appear on the homes (not home)
directory in the server, inside a folder called @DH-YOURDOMAIN. All the folders of the users in
the domain will appear in this folder.

b wendy-1111

=l File Station 7 — B X
4 > [ homes .O = Search

Upload - Create - Action = Tools = Settings = - =}
Name Size File Type Maodified Date

~ @DH-GIAKONDA @DH-GIAKONDA Folder 20/04/2017, 08:27:25

_— B #recye Folder 28/11/2016, 10:33:26

» administrator-: admin Folder 12/02/2015, 13:41:39

¥ adrian-1108 Adrian Folder 19/04/2017, 15:20:49

b howard-1109 Alice Folder 12/02/2015, 13:41:39

b test-1104 Carlos Folder 10/05/2016, 13:28:10

Claudia Folder 10/05/2016, 13:28:10

12
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| O] File Station

< > (] homes > @DH-GIAKONDA
Upload - Create Action - Tools ~ Settings

* homes MName Size File Type

KONDA 0 Folder

» administrator-:

4

adrian-1108

-

howard-1109

b test-1104
b owrmmcde 11114
E File Station

< > C  homes > @DH-GIAKONDA » 0 I

Upload - Create - Action ~ Tools - Settings

« homes Name Size File Type

~ @DH-GIAKONDA 9 administrator-500 Folder

» administrator-: i howard-1109 Folder
» adrian-1108 i test-1104 Folder

» howard-1109 wendy-1111 Folder

b test-1104

P wendy-1111
» #racycle
» admin

» Adrian

13
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Adding groups

Say you are implementing an AD domain in a school. You’ll want the teachers and the students to
be separate from each other and not share the same resources, so we will need to set up groups,
both for students and teachers.

On Active Directory Server, click on Users & Computers, then click on Add - Group:

l_; Active Directory Server

Add - Action -

[£Z] status

ser
SA.LOCAL Type Mam

.!!_ Users & Computers - User GIAK

B Computers Group GIAK
E Domain Policy EA Domain Controllers Hser GIAK
Group GIAK
User GIAK
Grouo GIAK

It will prompt the Group Information window. Before we proceed any further I encourage you to
read and understand what group scopes and group types are and what they are capable of in the
next page. Otherwise skip to page 16.

Group Creation Wizard

Group Information

Configure the new group in the fields below

Group name™: GIAKONDAY teachers
Description: A group for teachers
Email:
Group Scope
Domain local
@ Global
Universal
Group Type
@ Security

Distribution

14
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A brief explanation of group types and group scopes as written in here:

Group Scopes decide who can be member of the group and where the group can be used. The three
group scopes are as follow:

1. Domain local: These groups are only visible in their own domain, and as such they can be
used to grant rights and permissions only on resources that reside in the domain.

Use domain local groups for assigning permissions to resources in their home domain.

Can contain: Domain Local Groups from the own domain, Global Groups from trusted
domains and any domain in the forest, Universal groups from trusted domains and any
domain in the forest

2. Global: These groups are visible throughout the forest but can only contain accounts and
global groups from the same domain.

Global groups should be used organize users who share the same job tasks or department
etc. You should not use global groups to set up permissions as domain local groups are more
appropriate.

Can contain: Global groups from the own domain

3. Universal: These groups are visible throughout the forest and can contain accounts, global
groups and other universal groups from any domain in the forest (they cannot contain
domain local groups).

Universal groups be used to nest global groups so that they can assign permissions to
resources in multiple domains

Can contain: Global groups from any domain in the forest, Universal Groups from any
domain in the forest.

Group Types decide what kind of things a group will be able to do on the domain. They are a lot
more simple than group scopes:

1. Security: Security groups are a collection of users who have the same permissions to
resources and the same rights to perform certain system tasks. They can be used to set up
permissions or simply to have access to resources in the domain.

2. Distribution: Distribution groups are created to share information with a group of users
through email messages, using applications such as Microsoft Exchange.

For both teachers and students we are going to set up groups with Global scope and Security types
as they are going to be used for sharing resources between each other and nothing else. We can set
up other groups as Domain Local groups if we need to set permissions for those resources.

15
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So now that we have figured out which and how groups are created, in Group Information, we will

GIAKONDA IT

set up the group name in the domain, a description and email (Both optional), and choose the scope

and the type of the group in the domain, which in this case is Global scope and Security type.

Group Creation Wizard x

Group Information

Configure the new group in the fields below

Group name™:

Description:

Email:

Group Scope
Domain local

@ Global
Universal

Group Type

® Security

Distribution

GIAKONDA) teachers

A group for teachers

Next Cancel

Click on Next. A summary with all the information we have set up will appear. Click on Next to

confirm.

Group Creation Wizard >

Confirm Settings

The wizard will apply the following settings. The process will take a few seconds.

Item

Group
Description
Email

Group Scope

Group Type

Back

Value
GIAKONDA\teachers

A group for teachers

Global

Security

Apply Cancel

16
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To add members into the group click on the group in the list in Users & Computers, then click on

Action — Edit

GIAKONDA IT

£
[&F] status

$ users & computers

E Domain Policy

Active Directory Server

Add - Action -

- Delete
~ EA GIA

] = I
= Computers

EA Domain Controllers

Type
Group
Group
Group
Group
Group
User
User
User
User
Group
Group
Group
User
User

Group

Name

GIAKONDA\Domain Gu...
GIAKONDANDomain Us_.
GIAKONDANENterprise .
GIAKONDAENterprise .

GIAKONDANGroup Polic._.

GIAKONDA\Guest
GIAKONDAVhoward
GIAKONDAVoe

GIAKONDANkrbtgt

GIAKONDANRAS and IA...
GIAKONDARead-Only __.

GIAKONDAVSchema Ad...

GIAKONDAMest
GIAKONDAYwendy

GIAKONDAteachers

.O = Search

Description

All domain gu...

All domain use...

Designated a_..

Members of th...
Members in th...

Built-in accoun...

howard AD

Key Distributio...
Servers in this...

Members of th...

Designated a_.
This is a test

boss

A group for te_.

Status
Normal
Normal
Normal
Normal

Normal

Disabled

Normal

Normal

Disabled

Normal
Normal
Normal
Normal
Normal

Normal

33 item(s)

c

Click on the Members tab. A list of users will appear. Check the Join box for each user you want to
join into the group, and then click on OK.

General Members
Name
GIAKONDAconnor

GIAKONDANdNs-DiskStation

GIAKONDA\Guest
GIAKONDAYhoward
GIAKONDA\Joe
GIAKONDA'\krbtgt
GIAKONDAtest

GIAKONDA\wWendy

Description

DNS Service Account for DiskStation

Built-in account for guest access to the computer/domain

howard AD

Key Distribution Center Service Account

This is a test

boss

? Search

= Jgin

v

10 item(s)

Cancel

17
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JOINING AN AD DOMAIN

First we’ll need to set up the server as our primary DNS server. To do that, under the toolbar, right
click on the network icon, and click on “Open Network and Sharing Center”, or go to Control Panel
— Network and Sharing Center.

Troubleshoot problems

Open Metwork and Sharing Center
10:34

20/04,2017

x @ @ B ™ F o s

Once we’re in Network and Sharing Center, click on “Change Adapter Settings” on the upper left.

B —————_ R
N [3£ + Control Panel » All Control Panel tems » Network and Sharing Center h Control Pal ol
A — - o= . = g
Control Panel H @
ontrol Panel Home . . . . .
View your basic network information and set up connections
¥ =3 - See full map
Managewwaessnetwwkj( .! = q p
Ch dapter setti
e LIGHT-HUE glair Intemet
Change advanced sharing (This computer)
settings View your active networks Connect or disconnect
T ghair Access type: ?ntEmEt ) .
— e Connections: 1! Y Jess Network Connection 2
Change your networking settings
diGi Setup 3 new connection or network
= Setup 2 wireless, broadband, dial-up, ad hoc, or VPN connection; o set up a router or access point.
Wi Connectto a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Secalso [=¥) Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options
Windows Firewall

Right click on the network adapter we’re connected with and then click on Properties.

s Wir:elessNetwurkCnnnectinnE
== o gkair
Broadcom BCMI943228HMAL &( % Disable
Connect / Disconnect
Status

Diagnose
®y/ Bridge Connections

Create Shortcut
Delete
% Rename

H  Properties

18
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If you have a DHCP server (Be it in your router or your Synology server) you can set the IP address
of the Synology server as your primary DNS Server to set the AD server as your DNS server
automatically so you can skip this step if you have set it up in your DHCP server. Else follow these
instructions:

Click on “Internet Protocol Version 4 (TCP/IPv4)” and then click on Properties.

' Wireless Network Connection 2 Properties Iﬁ

™

Networking | Sharing

Connect using:

L¥ Broadcom BCM343228HMAL B02.11a/b/a/n 2¢2 WiFi Ad

This connection uses the following items:

9% Client for Microsoft Networks

o=l 005 Packet Scheduler

.[‘_EJ File and Printer Sharing for Microsoft Networks

<& Intemet Protocol Version 6 (TCP/IPvE)

o ntemet Protocol Version 4 (TCP/IPvd) |

& Link-Layer Topology Discovery Mapper 1/0 Driver
& Link-Layer Topology Discovery Responder

Description

Transmission Cortrol Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networls.

| oK || Cancel |

Click on “Use the following DNS server addresses:”, type in the address of the server and click on
OK.

Internet Protocol Version 4 (TCP/IPv4) Properties liléj

General | Alternate Configuration

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

(7) Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DMS server: 192,168, 3 . 3

Alternate DNS server:

[ validate settings upon exit

[ OK ]’ Cancel ]

19
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Now we go back to the desktop, and click on the Windows button to open Start Menu. We will need
to go to System settings. On Windows XP, Windows Vista & Windows 7: right-click on Computer,
and then click on Properties. On Windows 8, 8.1 & 10: Press Windows key + X (or right-click on
the Windows logo) and click on System.

| Getting Started
-A

u Connect to a Projector Tony

= Documents
=| Calculator

Pictures
Sticky Motes

Music

Computi
omputer Open

Control Panel e
- Viem,

| KPS Viewer Map network drive...

Devices and Printg i .
T . Discennect network drive...

‘._‘.s’_-:,l‘ Windows Fax and 5Scan

Default Programs Show on Desktop

*; Remote Desktop Connection o

Help and Support
‘- Magnifier Properties
A

»  AllPrograms

Programs and Features
Power Options

Event Viewer

System

Device Manager
MNetwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

20
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Under “Computer name, domain and workgroup settings” click on Change settings.

» Control Panel » All Control Panel tems » System |+ d L

Control Panel Home ‘Windows edition

Windows 7 Professional

% Device Manager
Copyright © 2009 Microsoft Corporation. All rights reserved.

B Remote settings
Service Pack1
Get more features with a new edition of Windows 7

#) System protection

%) Advanced system settings

System

Manufacturer: Dell

Rating: Your Windows Experience Index needs to be refreshed

Processor: Intel(R) Core(TM) i5-3320M CPU @ 260GHz 260 GHz

Installed memery (RAM): 400 GB (3.88 GB usable)

System type: 64-bit Operating System

Pen and Touch: No Pen or Touch Input is available for this Display E
Dell support

Website: Online support

Computer name, domain, and workgroup settings
Computer name: LIGHT-HUE
Full computer name: LIGHT-HUE
Computer description:
Workgroup: WORKGROUP
Sec also
Windows activation
Action Center
Windows is activated

Windows Update
Product ID: 00371-0EM-0322032-78559  Change product key

Perfarmance Information and
Tools

Click on “Change”.

-

Systermn Properties

Computer Name | Hardware | Advanced I System Protection | Hemotel

[ L Windows uses the following information to identify your computer
: on the network.

Computer description: |

For example: "Kitchen Computer” or "Mary’s

Computer”.
Full computer name: LIGHT-HUE
Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network D). Network ID...

To rename this computer or change its domain or
warkgroup, click Change.
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Now type in “Domain” the name of our domain, and change the Computer name if necessary.

-

Computer Name/Domain Changes ﬁ

You can change the name and the membership of this
computer. Changes might affect access to network resources.
Maore information

Computer name:
GK-LT3

Full computer name:
GK-LT3

Member of
@ Domain:

GIAKONDA.COM|

) Workgroup:
WORKGROUP

0K || Cancel |

A window will prompt asking for authentication. Enter a user that belongs to the domain and its
password.

Windows Security ﬁ

Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
dorain,

| Administrator |

———

Dormain: GLAKOMNDA,COM

|
|E Insert a smart card
e

| ok || Cance
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If everything is fine a window like this will prompt afterwards.

-

Computer Mame/Domain Changes u

@ Welcome to the GIAKONDA.COM domain.

OK

GIAKONDA IT

After clicking on OK we need to restart the computer. Restart and login with a user in the domain.

Press CTRL + ALT + DELETE to log on

s, Windows 7 Professional

(aonoaees |
I S

Log on to: GIAKCNDA
How doIlog on to another dom: g

! Switch User I

. Windows' 7 professional
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USING REMOTE SERVER ADMINISTRATION TOOLS ON
SYNOLOGY AD

You can use the official Remote Server Administration Tools for Windows on a Synology server
with an AD domain. Some tools are limited to computers that are joined into the domain while some
of them work remotely with no need to actually join the domain.

To install RSAT first you are going to need to install the update that contains RSAT. On Windows 7
you must download and install this update (https://www.microsoft.com/en-
gb/download/details.aspx?id=7887). For Windows 10 download and install this update
(https://www.microsoft.com/en-us/download/details.aspx?id=45520). For other versions of
Windows please check on the Microsoft webpage for Remote Server Administration Tools.

Check if your version of Windows is either 32-bit (x86) or 64-bit (x64). If you’re not sure go to
Control Panel — System and check on System type.

uu |_‘ » Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about your computer

%) Device Manager Windows edition

[ Remote settings Windows 7 Professional

f System protection Copyright @ 2009 Microsoft Corporation. All rights reserved.
) Advanced system settings Service Pack1

Get more features with a new edition of Windows 7

Systemn
Rating: System rating is not available

Processor: Intel(R) Core(TM) i3-2120 CPU @ 3.30GHz 3.29 GHz

Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Com ol Computer name: eeee-PC
2E€ also

Action Center Full computer name: eeee-PC.giakonda.local

Windows Update Computer description:

Performance Information and Domain: giakonda.local

Tools ) o
Windows activation
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Now download the update that corresponds to your Windows version (In my case it’s 32-bit which
is x86)

®
Choose the download that you want

[C] File Name

Download Summary:
[ windowss.1-KB358830-x64-RefreshPkg.msu

1. Windows6.1-KB958830-x36-RefreshPkg.msu
Windowsé.1-KB958830-x86-RefreshPkg.msu

Total Size: 230.0 MB

Open the update. If you’re joined into the domain you need to have access to the Administrator
account on the domain.

'@' User Account Control @

Do you want to allow the following program to make

/" changes to this computer?

|T:J Prograrm name:  Windows Update Standalone Installer
h‘ Verified publisher: Microsoft Windows

File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,

| Administrator |

Domain: GIAKOMDS

(v) Show details | Yes || Mo
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Once it’s done installing the update go to Control Panel — Programs and Features — Turn

Windows features on or off

GIAKONDA IT

@_{\U)v| » Control Panel » Programs »

Control Panel Home

Systemn and Security

Metwork and Internet

Hardware and Sound
* Programs

User Accounts

Appearance and
Personalization

I_:'—j Programs and Features V/r

Uninstall a program 'EE' Turn Windows features on or off | View installed updates

Run pregrams made for previcus versions of Windows

Set your default programs

Desktop Gadgets

How to install a program

|@t Default Programs
"W  Change default settings for media or devices | Make a file type always open in a specific |

Add gadgets to the desktop Get more gadgets online
Restore desktop gadgets installed with Windows

Clock, Language, and Region

r LY

Uninstall a gadget

Browse the list until you find the Remote Server Administration Tools folder. There is a lot of tools

ready to be used to manage Windows Server but for this we will only install all of the AD tools.

Check every AD tool on the list and click on OK.

Windows Features E@
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

[7] |, RAS Connection Manager Administration Kit (CMAK) -
. Remote Differential Compression
=] . Remote Server Administration Tools
[7] | Feature Administration Tools
= . Role Administration Tools
=] . Active Directory Certificate Services Tools
| Certification Authority Tools
., Online Responder Tools
=] . AD DS and AD LDS Tools
. Active Directory Module for Windows PowerShell
= . AD DS Tools
. Active Directory Administrative Center
. AD DS Snap-ins and Command-line Tools
. Server for NIS Tools £
., AD LDS Snap-ins and Cormmand-line Tools
[7] |, DHCP Server Toals
[7] |, DMNS Server Tools
[] |, File Services Tools
[F1 1 Hyper-V Tools

[7] |, Remote Desktop Services Tools
[ Server Managerl X

[ ok || cancel

m
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Once it’s done open the Start Menu (the Windows logo on the taskbar) and write “active directory”
in the Search bar. All the AD tools will be listed here. Let’s click on Active Directory Users and
Computers.

Programs (5)
#i Active Directory Administrative Center
5 Active Directory Domains and Trusts
B Active Directory Module for Windows PowerShell
EE Active Directory Sites and Services

: Active Directory Users and Computers
Control Panel (4)

Manage browser add-ons

@ Resolve sync conflicts

@ Sync with other computers, mobile devices, or network folders
@ View sync results

- See more results

|acti\re| ] | | Shut down | b |

@l o ole|m]|

You can list which users and groups are set in the AD domain and create new users and groups,
which computers are or have connected to the domain, setting Domain Controllers, etc.

| Active Directory Users and Computers EI@
File Action \View Help

o HE B XEo= B 38ETES%

] Active Directory Users and Com|| Name Type Description -

> [ ] Saved Queries
4 3 giskendalocal

2, Domain Users  Security Group... All domain users
3, Domain Gue... Security Group... All domain guests

| Users
= c " SiDnmain Co... Security Group... All workstations and ser...
omputers
= P 2, Domain Con... Security Group... All domain controllers ...
> || Builtin - . o
= Domain Controllers 3) Administrator  User Built-in account for ad...
= \a_. Guest User Built-in account for gue...

» [] ForeignSecurityPrincipal:

82, Enterprise R... Security Group... Members of this group ...
2, Domain Ad.. Security Group... Designated administrato...
$3, Cert Publish... Security Group... Members of this group ...
3, 5chema Ad...  Security Group... Designated administrato...
&lEntErpriseA.‘. Security Group... Designated administrato...

m,

SiGrnup Polic... Security Group... Members in this group ...
_!-?JRead-only D... Security Group... Members of this group ...
SLRASand IAS .. Security Group... Servers in this group can..
SLAHowed RO.. Security Group.. Membersin this group c...
2, Denied ROD... Security Group... Members in this group c...
5 dns-DiskStat.. User DNS Service Account for..
53, DnsAdmins  Security Group... DNS Administrators Gro...
53, DnsUpdateP... Security Group... DNS clients who are per...
5 test User This is a test

d LI} L4 ?, howard User howard AD <

Note that not all of the tools available work with AD Server on Synology.
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